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OSI Network Architecture 7 Layers Model

Open Systems Interconnection (OSI) model is a reference model developed by
ISO (International Organization for Standardization) in 1984, as a conceptual
framework of standards for communication in the network across different equip-
ment and applications by different vendors. It is now considered the primary
architectural model for inter-computing and internetworking communications. Most
of the network communication protocols used today have a structure based on

the OSI model. The OSI model defines the communications process into 7 layers,
dividing the tasks involved with moving information between networked computers
into seven smaller, more manageable task groups. A task or group of tasks is then
assigned to each of the seven OSI layers. Each layer is reasonably self-contained
so that the tasks assigned to each layer can be implemented independently. This
enables the solutions offered by one layer to be updated without adversely affect-
ing the other layers.

The OSI 7 layers model has clear characteristics at each layer. Basically, layers 7
through 4 deal with end to end communications between data source and destina-
tions, while layers 3 to 1 deal with communications between network devices. On
the other hand, the seven layers of the OSI model can be divided into two groups:
upper layers (layers 7, 6 & 5) and lower layers (layers 4, 3, 2, 1). The upper layers
of the OSI model deal with application issues and generally are implemented only
in software. The highest layer, the application layer, is closest to the end user. The
lower layers of the OSI model handle data transport issues. The physical layer and
the data link layer are implemented in hardware and software. The lowest layer, the
physical layer, is closest to the physical network medium (the wires, for example)
and is responsible for placing data on the medium.

The specific description for each layer is as follows:
Layer 7: Application Layer

» Defines interface to user processes for communication and data transfer in
network

*  Provides standardized services such as virtual terminal, file and job transfer
and operations

Layer 6: Presentation Layer

»  Masks the differences of data formats between dissimilar systems

»  Specifies architecture-independent data transfer format

» Encodes and decodes data; encrypts and decrypts data; compresses and
decompresses data

Layer 5: Session Layer

* Manages user sessions and dialogues
+  Controls establishment and termination of logic links between users
*  Reports upper layer errors

Layer 4: Transport Layer

* Manages end-to-end message delivery in network
»  Provides reliable and sequential packet delivery through error recovery and
flow control mechanisms
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*  Provides connectionless oriented packet delivery

Layer 3: Network Layer

+ Determines how data are transferred between net-
work devices

* Routes packets according to unique network device
addresses

» Provides flow and congestion control to prevent net-
work resource depletion

Layer 2: Data Link Layer

» Defines procedures for operating the communication
links

*  Frames packets

» Detects and corrects packets transmit errors

Layer 1: Physical Layer

» Defines physical means of sending data over network
devices

* Interfaces between network medium and devices

» Defines optical, electrical and mechanical characteris-
tics

Information being transferred from a software application in
one computer to an application in another proceeds through
the OSI layers. For example, if a software application in com-
puter A has information to pass to a software application in
computer B, the application program in computer A need to
pass the information to the application layer (Layer 7) of com-
puter A, which then passes the information to the presenta-
tion layer (Layer 6), which relays the data to the session layer
(Layer 5), and so on all the way down to the physical layer
(Layer 1). At the physical layer, the data is placed on the phys-
ical network medium and is sent across the medium to com-
puter B. The physical layer of computer B receives the data
from the physical medium, and then its physical layer passes
the information up to the data link layer (Layer 2), which relays
it to the network layer (Layer 3), and so on, until it reaches
the application layer (Layer 7) of computer B. Finally, the ap-
plication layer of computer B passes the information to the
recipient application program to complete the communication
process. The following diagram illustrated this process.

The seven OSI layers use various forms of control informa-
tion to communicate with their peer layers in other computer
systems. This control information consists of specific requests
and instructions that are exchanged between peer OSl layers.
Headers and Trailers of data at each layer are the two basic
forms to carry the control information.

Headers are prepended to data that has been passed down
from upper layers. Trailers are appended to data that has been
passed down from upper layers. An OSI layer is not required
to attach a header or a trailer to data from upper layers.

OSI Network Architecture 7 Layers Model

Application <+— —> Application
Presentation <— —> Presentation
Session -— —> Session
A Jlnspon - > TransJth B
"n‘\k;\t\)vort -— Net\i)\f/\orf
----------- Datalik <—| |— Datalink ———
Physical <« L Physical

| )

Figure 1-1: Communication between computers in a network

Each layer may add a Header and a Trailer to its Data, which
consists of the upper layer’s Header, Trailer and Data as it
proceeds through the layers. The Headers contain informa-
tion that specifically addresses layer-to-layer communication.
Headers, trailers and data are relative concepts, depending
on the layer that analyzes the information unit. For example,
the Transport Header (TH) contains information that only the
Transport layer sees. All other layers below the Transport
layer pass the Transport Header as part of their Data. At the
network layer, an information unit consists of a Layer 3 header
(NH) and data.

At the data link layer, however, all the information passed
down by the network layer (the Layer 3 header and the data)
is treated as data. In other words, the data portion of an infor-
mation unit at a given OSI layer potentially can contain head-
ers, trailers, and data from all the higher layers. This is known
as encapsulation.

Application AH  Data AT Application
Presentation PH Data PT Presentation
Session SH Data ST Session
Transport TH Data ™ Transport
Networt NH Data NT Networt
Data Link DH Data DT Data Link
Physical Data Physical
!

Figure 1-2: Data encapsulation at each layer

For example, if computer A has data from a software appli-
cation to send to computer B, the data is passed to the ap-
plication layer. The application layer in computer A then com-
municates any control information required by the application
layer in computer B by prepending a header to the data. The
resulting message unit, which includes a header, the data and
maybe a trailer, is passed to the presentation layer, which pre-
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pends its own header containing control information intended
for the presentation layer in computer B. The message unit
grows in size as each layer prepends its own header and trail-
er containing control information to be used by its peer layer
in computer B. At the physical layer, the entire information unit
is transmitted through the network medium.

The physical layer in computer B receives the information unit
and passes it to the data link layer. The data link layer in com-
puter B then reads the control information contained in the
header prepended by the data link layer in computer A. The
header and the trailer are then removed, and the remainder of
the information unit is passed to the network layer. Each layer
performs the same actions: The layer reads the header and
trailer from its peer layer, strips it off, and passes the remain-
ing information unit to the next higher layer. After the applica-
tion layer performs these actions, the data is passed to the re-
cipient software application in computer B, in exactly the form
in which it was transmitted by the application in computer A.

One OSI layer communicates with another layer to make use
of the services provided by the second layer. The services pro-
vided by adjacent layers help a given OSI layer communicate
with its peer layer in other computer systems. A given layer in
the OSI model generally communicates with three other OSI
layers: the layer directly above it, the layer directly below it
and its peer layer in other networked computer systems. The
data link layer in computer A, for example, communicates with
the network layer of computer A, the physical layer of com-
puter A and the data link layer in computer B. The following
chart illustrates this example.

Application Application
Presentation Presentation
Session Session
A Tlnsport Transpjrt

" Networt Netivort

Data Link Data Link

Physical Physical

| ]

Figure 1-3: Data communication between peer layers

OSI Network Architecture 7 Layers Model
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TCP/IP Four Layers Architecture Model

TCP/IP architecture does not exactly follow the OSI model. Unfortunately, there is
no universal agreement regarding how to describe TCP/IP with a layered model.
It is generally agreed that TCP/IP has fewer levels (from three to five layers) than
the seven layers of the OSI model. We adopt a four layers model for the TCP/IP
architecture.

TCP/IP architecture omits some features found under the OSI| model, combines
the features of some adjacent OSI layers and splits other layers apart. The 4-layer
structure of TCP/IP is built as information is passed down from applications to the
physical network layer. When data is sent, each layer treats all of the information it
receives from the upper layer as data, adds control information (header) to the front
of that data and then pass it to the lower layer. When data is received, the opposite
procedure takes place as each layer processes and removes its header before
passing the data to the upper layer.

The TCP/IP 4-layer model and the key functions of each layer is described below:
Application Layer

The Application Layer in TCP/IP groups the functions of OSI Application, Presenta-
tion Layer and Session Layer. Therefore any process above the transport layer is
called an Application in the TCP/IP architecture. In TCP/IP socket and port are used
to describe the path over which applications communicate. Most application level
protocols are associated with one or more port number.

Transport Layer

In TCP/IP architecture, there are two Transport Layer protocols. The Transmission
Control Protocol (TCP) guarantees information transmission. The User Datagram
Protocol (UDP) transports datagram swithout end-to-end reliability checking. Both
protocols are useful for different applications.

Network Layer

The Internet Protocol (IP) is the primary protocol in the TCP/IP Network Layer. All
upper and lower layer communications must travel through IP as they are passed
through the TCP/IP protocol stack. In addition, there are many supporting protocols
in the Network Layer, such as ICMP, to facilitate and manage the routing process.

Network Access Layer

In the TCP/IP architecture, the Data Link Layer and Physical Layer are normally
grouped together to become the Network Access layer. TCP/IP makes use of ex-
isting Data Link and Physical Layer standards rather than defining its own. Many
RFCs describe how IP utilizes and interfaces with the existing data link protocols
such as Ethernet, Token Ring, FDDI, HSSI, and ATM. The physical layer, which
defines the hardware communication properties, is not often directly interfaced with
the TCP/IP protocols in the network layer and above.
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Application Layer (Telnet, Ftp, SMTP ...)

|

Data

Transport Layer (TCP, UDP ...)

.

Network Layer (IP ...)

{

Network Access Layer (Ethernet, Token Ring ...)

.
Header Header

Figure 1-4: TCP/IP Protocol Stack 4 Layer Model

In this book, however, we present TCP/IP protocols into the
OSI 7 layers structure for comparison purpose.
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Application Layer Protocols
Protocol Name

BOOTP: Bootstrap Protocol

Protocol Description

The Bootstrap Protocol (BOOTP) is an UDP/IP-based pro-
tocol which allows a booting host to configure itself dynami-
cally and without user supervision. BOOTP provides a means
to notify a host of its assigned IP address, the IP address of
a boot server host and the name of a file to be loaded into
memory and executed. Other configuration information such
as the local subnet mask, the local time offset, the addresses
of default routers and the addresses of various Internet serv-
ers, can also be communicated to a host using BOOTP.

BOOTP uses two different well-known port numbers. UDP port
number 67 is used for the server and UDP port number 68 is
used for the BOOTP client. The BOOTP client broadcasts a
single packet called a BOOTREQUEST packet that contains
the client’s physical network address and optionally, its IP ad-
dress if known. The client could send the broadcast using the
address 255.255.255.255, which is a special address called
the limited broadcast address. The client waits for a response
from the server. If a response is not received within a specified
time interval, the client retransmits the request.

The serverresponds to the client’s request witha BOOTREPLY
packet. The request can (optionally) contain the ‘generic’ file-
name to be booted, for example, ‘unix’ or ‘ethertip’. When the
server sends the bootreply, it replaces this field with the fully
qualified path name of the appropriate boot file. In determining
this name, the server may consult its own database correlat-
ing the client’s address and filename request, with a particular
boot file customized for that client. If the bootrequest filename
is a null string, then the server returns a filename field indicat-
ing the ‘default’ file to be loaded for that client.

In the case of clients which do not know their IP addresses,
the server must also have a database relating hardware ad-
dress to IP address. This client IP address is then placed into
a field in the bootreply.

BOOTP is an alternative to RARP, which operates at the Data
Link Layer for LAN only. BOOTP, a UDP/IP based configura-
tion protocol, provides much more configuration information
and allows dynamic configuration for an entire IP network.
BOOTP and its extensions became the basis for the Dynamic
Host Configuration Protocol (DHCP).

Protocol Structure

8 16 24 32bit

Op Htype Hlen Hops

Xid

Secs Flags

Ciaddr
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Yiaddr
Siaddr
Giaddr
Chaddr (16 bytes)
Sname (64 bytes)
File (128 bytes)

Option (variable)

Op The message operation code. Messages can be ei-
ther BOOTREQUEST or BOOTREPLY.

Htype The hardware address type.

Hlen The hardware address length.

Xid The transaction ID.

Secs  The seconds elapsed since the client began the ad-

dress acquisition or renewal process.
Flags

Ciaddr
Yiaddr

Siaddr
strap.

Giaddr The relay agent IP address used in booting via a re-
lay agent.

The flags.

The client IP address.

The “Your” (client) IP address.

The IP address of the next server to use in boot-

Chaddr The client hardware address.
Sname Optional server host name, null terminated string

File Boot file name, null terminated string; generic name
or nullin DHCPDISCOVER, fully qualified directory-path name
in DHCPOFFER.

Options Optional parameters field.

Related protocols
IP, UDP, DHCP, RARP

Sponsor Source

BOOTP is defined by IETF (http://www.ietf.org) RFC951 and
RFC 1542.

Reference

http://www.javvin.com/protocol/rfc951.pdf
BOOTSTRAP PROTOCOL (BOOTP)
http://www.javvin.com/protocol/rfc1542.pdf
Clarifications and Extensions for the Bootstrap Protocol
http://www.javvin.com/protocol/rfc2132.pdf

DHCP Options and BOOTP Vendor Extensions
http://www.javvin.com/protocol/rfc3396.pdf

Encoding Long Options in the (DHCPv4)


http://www.ietf.org
http://www.javvin.com/protocol/rfc951.pdf 
http://www.javvin.com
http://www.javvin.com/protocol/rfc2132.pdf
http://www.javvin.com/protocol/rfc3396.pdf
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MPLS Protocals
Protocol Name

MPLS: Multiprotocol Label
Switching

Protocol Description

Multiprotocol Label Switching (MPLS) is an architecture for
fast packet switching and routing, which operates independent
of the layer 2 and layer 3 protocols. MPLS provides a means
to map IP addresses to simple, fixed-length labels used by
different packet-forwarding and packet-switching technolo-
gies. It interfaces to existing routing and switching protocols,
such as IP, ATM, Frame Relay, PPP and Ethernet. High-speed
switching of data using MPLS is possible because the fixed-
length labels are inserted at the very beginning of the packet
or cell and can be used by hardware to switch packets quickly
between links.In MPLS, data transmission occurs on Label-
Switched Paths (LSPs). LSPs are virtual tunnels, that are
formed by a sequence of labels at each and every node along
the path from the source to the destination. Martini proposed
“two-label” approach in which two labels are prepended at the
ingress Label Switch Router (LSR) to carry Protocol Data Unit
(PDU) forward across the entire MPLS network and finally re-
moved at the engress LSR. The first label, called a Tunnel La-
bel, decides which LSP will be used to get packets from the in-
gress LSR to the engress LSR. The second label, called a VC
Label, provides Layer 2 forwarding information at egress LSR.
Martini method is the most popular way for encapsulating of
layer 2 protocols such as Frame Relay, ATM, or Ethernet.

MPLS utilizes existing IP routing protocols such as Border
Gateway Protocol (BGP), Resource ReSerVation Protocol
(RSVP) and Open Shortest Path First (OSPF), etc. MPLS has
also defined a new set of protocols such as LDP, CR-LDP,
RSVP-TE for more effective signaling and routing. The indus-
try is developing more new standards such as VPLS, HVPLS
and GMPLS, to fully extend its capabilities,

MPLS has mechanisms to manage traffic flows of various
granularities for the purpose of traffic management and QoS.
Specifically, MPLS provide a rich set of traffic management
capabilities in the areas of traffic policing, congestion man-
agement, traffic shapping and priority queuing.

In summary, MPLS is designed to address many current net-
work problems such as networks speed, scalability, quality of
service (QoS) management and traffic engineering. With its
powerful new features and abilities to interface with legacy
technologies, MPLS has become a solution for the next gen-
eration backbone networks for multiple services such as data,
voice and video over the same network.

Generalized MPLS (GMPLS), a newer standard, extends the
MPLS capabilities to cover multiple underlay traffic technolo-
gies such as TDM, FDM, Fiber, Optical etc. with better man-
agement and provisioning schemes. In this section, we focus
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on the MPLS framework. Other protocols in the MPLS suite
and GMPLS will be discussed in separate documents.

Protocol Structure
MPLS label structure:

20 23 24
Exp S

32bit
TTL

Label

» Label - Label Value carries the actual value of the
Label. When a labeled packet is received, the label
value at the top of the stack is looked up and the
system learns:

a) the next hop to which the packet is to be
forwarded;

b) the operation to be performed on the la-
bel stack before forwarding; this opera-
tion may be to replace the top label stack
entry with another, or to pop an entry off
the label stack, or to replace the top label
stack entry and then to push one or more
additional entries on the label stack.

*  Exp - Experimental Use: Reserved for experimen-
tal use.

* S - Bottom of Stack: This bit is set to one for the
last entry in the label stack, and zero for all other
label stack entries

 TTL-Time to Live field is used to encode a time-to-
live value.

The MPLS architecture protocol family includes:
« MPLS related Routing and Signaling Protocols,
such as OSPF, RSVP, IS-IS, BGP, ATM PNNI, etc.
* LDP: Label Distribution Protocol.
* CR-LDP: Constraint-Based LDP
* RSVP-TE: Resource Reservation Protocol — Traf-
fic Engineering

The following figure shows the MPLS protocol stack:

MPLS
Multi-Protocol Label Switching

Martini Frame Encapaulation

MPLS Singnaling Protocols and Extensions

TDP LDP CR-LDP RSVP-TE
Tag Label Constraint RSVP
Distribution Distribution Board Tarffic

Protocol Protocol LDP Entention

GMPLS Protocols and Extensions

OSPF-TE ISIS-TE LMP CR-LDP-TE
OSPF ISIS Link CR-LDP
Traffic Traffic ~ Manogament  Tarffic

Entention  Entention Protocol Entention

Figure 2-4: MPLS protocol stack architecture
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The structure of each protocol will be discussed in separate
documents.

Related protocols
LDP, CR-LDP, RSVP-TE, IP, ATM, RSVP, OSPF, GMPLS

Sponsor Source

MPLS is defined by IETF (http://www.ietf.org) RFC3031 and
RFC 3032.

Reference

http://www.javvin.com/protocol/rfc3031.pdf

Multiprotocol Label Switching Architecture
http://www.javvin.com/protocol/rfc3032.pdf

MPLS Label Stack Encoding
http://www.javvin.com/protocol/rfc3443.pdf

Time To Live (TTL) Processing in Multi-Protocol Label Switch-
ing (MPLS) Networks
http://www.javvin.com/protocol/rfc3036.pdf

LDP Specification

http://www.javvin.com/protocol/rfc3209.pdf

RSVP-TE: Extensions to RSVP for LSP Tunnels
http://www.javvin.com/protocol/rfc3212.pdf

Constraint-Based LSP Setup using LDP
http://www.javvin.com/protocol/rfc3213.pdf

Applicability Statement for CR-LDP
http://www.fags.org/ftp/pub/internet-drafts/draft-martini-
I2circuit-encap-mpls-08.txt

Encapsulation Methods for Transport of Layer 2 Frames Over
IP and MPLS Networks
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http://www.ietf.org
http://www.javvin.com/protocol/rfc3031.pdf
http://www.javvin.com/protocol/rfc3032.pdf
http://www.javvin.com/protocol/rfc3443.pdf
http://www.javvin.com/protocol/rfc3036.pdf 
http://www.javvin.com/protocol/rfc3036.pdf 
http://www.javvin.com/protocol/rfc3209.pdf
http://www.javvin.com/protocol/rfc3212.pdf
http://www.javvin.com/protocol/rfc3213.pdf
http://www.faqs.org/ftp/pub/internet-drafts/draft-martini-l2circuit-encap-mpls-08.txt
http://www.faqs.org/ftp/pub/internet-drafts/draft-martini-l2circuit-encap-mpls-08.txt

9 | Appendix TCP and UDP Port Numbers

TCP and UDP Port Numbers

Description Well-Known Ports

TCP and UDP are both transport protocols above the IP layer, Partial TCP UDP Port Numbers (Well-Known Ports)
which are interfaces between IP and upper-layer processes.
TCP and UDP protocol port numbers are designed to distin-
guish multiple applications running on a single device with | Port | Pro- | Service | Aliases | Comment
one IP address from one another. No. |tocol | Name

1 TCP | tcpmux TCP Port Service
Since many network applications may be running on the same Multiplexer

machine, computers need something to make sure the cor-

o R 2 TCP/ | com- Management Utility
rect software application on the destination computer gets the UDP | press-
data packets from the source machine, and to make sure re- net
plies get routed to the correct application on the source com- -
puter. This is accomplished through the use of the TCP or 3 TCP/ | com- Compression Process
UDP “port numbers”. In the TCP and UDP header, there are UDP | press-
“Source Port” and “Destination Port” fields which are used to net
indicate the message sending process and receiving process |7 TCP/ | echo Echo
identities defined. The combination of the IP address and the UbP
port number is called “socket”. 13 TCP/ | daytime Daytime
UDP
Th th rt defined by IETF IANA: The Well
ere CISs Po ranges eined oy . e e 19 TCP/ | char- ttytst Character generator
Known Ports, the Registered Ports, and the Dynamic and/or
. UDP | gen source
Private Ports.
20 TCP | ftp-data File Transfer
+  The Well Known Ports are in the range of 0 to 1023, | 21 TCP |ftp FTP Control
which are assigned by the IANA. In most cases, they 2 TCP |ssh SSH remote login
can only be used by system (or root) processes or by protocol
programs executed by privileged users.
* The Registered Ports are in the range of 1024 to 23 TCP_| telnet Telnet
49151, which are not controlled by IANA. They are |25 TCP | smtp mail Simple Mail Transfer
commonly used by ordinary user processes or pro- 37 TCP/ | Time Time
grams executed by ordinary users. UDP
+  The Dynamic and/or Private Ports are in the range of | 39 upP |RLP resource | Resource Location
49152 to 65535, which are typically used as source Protocol
port by a TCP or UDP client, tg communicate with a 12 TCP/ | nam- name Host Name Server
remote TCP or UDP server, using a well-known port
- UDP | eserver
as destination port.
43 TCP | nic- whois Who Is
name
Processes 49 [UDP |TA- TACACS: Login Host
T CACS Protocol
UDPd
port |.. atagrams | | portm || Sockets 53 TCP/ | domain | DNS Domain Name Server
TCP/UDP | TCP connection TCP/UDP UDP
IP Addresses 67 UDP | bootps | dhcps Bootstrap Protocol
T T Server
unreliable
Host A Host B 68 UDP | bootpc | dhcpc Bgotstrap Protocol
IP datagrams Client
69 UDP | TFTP Trivial File Transfer
Figure 3-1: TCP/UDP Port Numbers Protocol
70 TCP | gopher Gopher
79 TCP/ | finger Finger

UDP
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